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Nothing worthwhile can be achieved in isolation

People and Agents can achieve more goals through collaboration

How to enable collaboration between
autonomous agents and between
autonomous agents and humans?
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Collaboration as Reasoning about Ensembles

Reflexive

=

Distributed

Ensemble

Collaboration: reasoning about ensembles to

achieve goals

Castro, Mosterman, Rajhans, Valenti, Challenges in the Operation and Design of Intelligent Cyber-Physical Systems (2019)
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Different Types of Ensembles

How to achieve goals?

How to represent and reason about goals?
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The Journey
Assured Goal-driven Resource-driven Relaxing User Group ldentity
Mediation Goal Adaptation Obligations Awareness

Goals G Avoid[VoteFlipping] Achieve[Evacuation]
Achievable ! | |
Collaborative Adaptive Recipe Revised eVoting Adaptive Rescue
Security Recommendations System Robot

Cyber Physical Social
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TheJourney
Assured Goal-driven
Mediation

Collaborative
Security

Cyber Physical Social
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Collaborative Security - Example
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Keep the room ).-

Protect phone
from theft ~ accessible if possible __<

-~ \~__a~~___—‘____,
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Collaborative Security:

Make NAO and Create collaborate
to protect the phone and keep the room accessible

Lock: I can lock and NAO: | can see, talk, Create: | can clean
unlock the room and pick up objects and move




Specifying (and Refining) the Requirements
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Level 1 / Avoid [PhoneTheft] RoomlsAccessible
Requirements

Exists location.SAFE UserHearsWhenCalled

UserCalled = UserHeard

LockingTheRoomMakesltSafe

phone is an object Doorlocked = location(phone) = location.SAFE

Level 2
Security controls
& domain assumptions Room is adequately lit

UserComesBackWhenHeard
UserHeard = location(user) = location(phone)

Achieve [PhonelnTheSafe If UserLeft] Achieve [UserCalled If UserLeft] Achieve[DoorLocked If UserLeft]
UserLeft = < location(phone) = location.SAF UserLeft = { UserCalled UserlLeft = <> DoorLocked

Level 3
Features

Legend

ri MinimiseMovingTime
& attributes / is Spee% ObjectRecognition TextToSpeech
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Selecting Features

Audio j Vision Sesors Trackers

—({ Audio Player —C{DarknessDetection ':
1
—O[ Audio Recorder —O( FaceDetection ):_I
: .
%udioSourceLocatisation Ac{ PhotoCapture J ' 1
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-o( SoundDetection - —({ VideoRecorder j :. _____________ :\_‘ _________
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Battery J FaceTracker }.
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i m ObjectRecognition
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, MinimiseMovingTime 7
/ max Speed

Sonar

Leds
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Bluetooth
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{SpeechRecognition —O[ObjectRecognition)
o TextToSpeech

Connection

Bluetooth
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Projecting the Behaviour

location(NAO)=location

"(V
& ‘w'u o
O standup/RobotPosturtf

connecmmectlo ~ locate(objecSloefEEtEcognition
location=0 | discorgdist@w@uiectio l']Ioca'[lon (NAO)=location
\/ drapfotim FoborPosture |/ piek@hiie) obotPosture |

say(text)/TextToSpeech
@tion(NAO) = Iocation(ob@

moveTo(location)/Navigation

location(object)
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Coordinating the Behaviour

locate(object
(object) —{ location(object)

:ﬁ.’. M connect IS ~
o8 (Iocation:O L disconect roation(NAO):location |

pick(object)

drop(object)

location(NAO) = Iocation(o@

\:»«fl
Y connect 5 Achieve [MovingPhoneToTheSafe]
location=0) _gisconnect (location(Create):bcati@ move(location) O location(phone) = location.SAFE, /
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Putting it Together — Collaborative Security

L _
%% G ={Gn,G1,...,Gm} partially ordered set of goals

£ ff&?é

VCEPE\EG EF G

/ S ={C1,...,Cm} setof Components’ capabilities

E environment properties

Bennaceur, Tun, Bandara, Yu, Nuseibeh: Feature-Driven Mediator Synthesis: Supporting
Collaborative Security in the Internet of Things. ACM Trans. Cyber Phys. Syst. (2018)
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Putting it Together — Collaborative Security

Zm— _
%% G ={Gn,G1,...,Gm} partially ordered set of goals

ol C cature-drive Find C C P(S) and synthesise M
SIECHO ~HIA - such that C,M,E G

Collaborative
Security
Framework

S ={C4,...,Cm} setof Components’ capabilities

S

E environment properties

Bennaceur, Tun, Bandara, Yu, Nuseibeh: Feature-Driven Mediator Synthesis: Supporting
Collaborative Security in the Internet of Things. ACM Trans. Cyber Phys. Syst. (2018)
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The Journey

Cyber Physical Social
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Example - Goal-driven Composition

Ensemble
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Example - Substitution

E 1sembles

Knowledge




Ansiamun
uadp ayL

c
o
=
©
)
o
©
©
<
'©
@)
O
C
()
>
—
e
(]
&
-
>
o
)
()
e

Example -

7
Q
o
S
@
0
c
LU



Goal-driven Composition—Top Down

Let (G Dbe the set of goals we seekto achieve

/ .
R’ the set of available resources

Seek a set of resources to achieve the goals

Find S C R’ suchthat S =G

The Open
University

Goals

G

Goal-driven
composition
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Substitution — Top Down

Let G, R .. Goals @

M C 28 x 28 x 7 matching function

R the set of all resources

Knowledge Base
c19%2a1

298242 43

Seek a set of resources to achieve the goals

Find SCR and S’ C R

suchthat S ~ S’ [maaz IT M@, s)]
; s’eR’, seR

and S'E=G

Substitution

Constraint Optimisation Problem




Substitution — Bottom Up

let G R R MC2Ex28x7

Seek a set of resources to achieve the goals
Find ' ~¢ G and S C R’
suchthat S = R’

~@G is application/domain specific

The Open
University

Goals

_____________________

Achievable

Resource-driven
goal adaptation

Knowledge Base
c19%2a1

298242 43

c1»g>d1
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Putting it Together — Three Way Adaptation

Goals
X Below X Below
Resources Goal-driven X No Solution Threshold _ IRECESII=S0[{\V-sM Threshold
Matching Composition f Goal Adaptation >
function
Vv Success +/ Success v/ Success
List of resources List of resources List of resources
and substitutes and adapted goals

Bennaceur, Zisman, McCormick, Barthaud, Nuseibeh: Won't take no for an answer: resource-
driven requirements adaptation. SEAMS@ICSE (2019)
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The Journey

Cyber Physical Social
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Vote Flipping Example

ES&S iVotronic system and Election Fraud in Kentucky

Voter Should:
1. Key in the voter ID personal password

How to optimally revise existing software RS QCRSIC
to Step 3

If voter exits the booth before confirming,
an official could select another candidate
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Vote Flipping Example
Av0|d Vote
Flipping
( ) 0&

Election Official (eo)

Voter (V)
Voting Machine (V)
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Defining the Goal g

1. The confirmed vote in every voting session is for the Avoid [VoteFlipping]
candidate selected by the voter in the session

2. The person who confirms the vote must be the voter of
the session

Only the Voter knows the
password

3. Inevery session, it must be the voter who chooses the
candidate, confirms the vote.

Avoid [election officials selects a candidate
after the voter has entered the password]

4. The election officials can never select a candidate [ (v.password — [J (- eo.select,
after the voter has entered the password

Legend

Functional Domain Refinement
EE
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Relaxing User Obligations

Assumed Voter Behaviour
back back
ctart —> enter assword, confirm exit @
select vote

Relaxed Voter Behaviour Relaxed Voting Official Behaviour

start V. password start
¢ V. enter ¢ e0.enter
v.select, v.vote, v.confirm, v.back eo.select, eo.vote, eo.confirm, eo.back
V. exit eo.exit




Identify a Failure Scenario
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eo.enter
start =
v.enter , eo.exit

! eo.enter
Y

< ) V. exit Avoid [election officials selects a candidate
| J after the voter has entered the password]

yoer [] (v.password — [ ] (- eo.select

v.exit

Q

enter eo enter .enter
eo.exit eo.exit eo.exit
0. se/e 0. vot conflr €0.exi
-> - >
~ -

eo back eo.back

V




Synthesis?

eo.enter
start >
v.enter , eo.exit
! eo.enter
Y
( ) v. exit

I password

v.vote confir v.exit
> >

Yv.exit

‘ eo.enter

eo.enter eo.enter
I

eo.exit eo.exit eo.exit
0.sele 0.vot .confir, €0.exi
> -> > >
- — Y~ -

eo.back eo.back

Avoid [election officials selects a candidate
after the voter has entered the password]

[ ] (v.password — [ ] (1 eo.select,

Abstract First then Synthesise

The Open
University
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Synthesise
back back

Abstract st (0 & ( )‘/\@_,
select vole confirm

password
start —

Synthesise

start
¢ back Avoid [election officials selects a candidate
after the voter has entered the password]

@ 0 %\‘P“”W"rfl @ vote \@ confir "l@ (] (v.password — [] (- eo.select,
a selec

start
¢ back back
password confirm
Y D (0
(b) select vote
start

back back

v
m confirm password
o OO0




Putting it Together
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OASIS - Obligations, Attack, Speclfication abstraction,and Synthesis

Relax user obligations Identify a failure scenario

M, Ey = R, My, 51 = Ry

My

(mm=—————-

I Revise specification

Abstract the existing specification Synthesise a new specification

C, M, S, = R,

-

L8 B B N N _§ |
L _ F B B B B B §B 4

L B B N N N N N N _§B _§B B N N N N N N N N §B _§ | ---------/

VM, S1 = Rs

X Fall

Tun, Bennaceur, Nuseibeh: OASIS: Weakening User Obligations for Security-critical Systems.
28th IEEE International Requirements Engineering Conference (2020)
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The Journey

Cyber Physical Social
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Groups in Emergencies g

Need for Zero Responders’Help

Coordinate with

« « oL 4 other agents

Coordinate PN L

human zero . p— Interact with the emergency

responders &= response team to optimise
the emergency response
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Emergency Response Example g

Minimise Evacuation
time
— O
Maximise number X o _
of evacuations e
(o) o o
O, i\e
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Reasoning about Humans g

UserCalled (06)

UserLeaves (02

UserMoves(O_ 2

Location Unknow

UserCalled

UserLeaves Location Unknow

UserMoves

Location Unknow

Location Unknown

UserReturns O

UserReturns

Behaviourist View Behaviourist View with Uncertainty

Opportunity Willingness Capability

Ontological View




The Open
University

Using Social ldentity Theoryto Reason about Human’s Behaviour 1/2 g

During an emergency, the sense of common fate favours

the emergence of a shared identity among survivors. m
Survivors sharing an identity provide support to each AMVEVEE
other, expect to be supported and cooperate towards IR

common goals

Levine & Manning, Social identity, group processes, and helping in emergencies. European Review of
Social Psychology (2013)

Not every personin an emergency shares a social identity

von Sivers, Isabella, et al. "Modelling social identification and helping in evacuation simulation." Safety
science 89 (2016)
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Using Social ldentity Theoryto Reason about Human’s Behaviour 2/2 g

The Open

Un

When members behave differently from identity
expectations, this transgression produces a payoff

loss in the offender and the rest of the group members.
This loss takes the form of anxiety from disappointing the
group and for lack of group cohesion

Akerlof, George A., and Rachel E. Kranton. "Economics and identity." The quarterly journal of
economics 115.3 (2000)

e How to enable autonomous systems to

reason about (and leverage) identity
to achieve goals?
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Understanding Social Identity

e Social identity is a psychological state that cannot be observed directly

Identity markers as indirect variables 9 ]) Q ,

e.g., proximity, moving in the same direction, ...
F X

- Identity in language
1) References to we and us, together, everybody |dentity Markers
e.g., itwould be best for us not to go?

2) Social interactions, social bonds, and coordination
e.g., what do | do now?

3) Shared emotions, emotional support, and empowerment
e.g., you have to think about your family ... you have to do it!




Reasoning about Identity for Emergencies

/ Achieve [Evacuation] /

/[
s Maximise Number
/ of Evacuations

7/

I\

/7 7/ L
/7 /7 Minimise
/ Evacuation Time

/ Payoff

The Open

Legend

Functional
Goal

- T ==

II Soft
Goal

! A

/ Refinement
/

University
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Adapting to Identity

/
Chance ,/ Maximise Number /7 7/ Minimise /
y of Evacuations 7/ » Evacuation Time 7

G: Shared-Identity P: Not-Shared-Identity ’ Payoff v
0.5 0.5 P 7
Robot obot
Ask for help  Con tact team Ask for help Contact team
L% \5>rv<or Su ;30{ Xuimr
Accept Reject Wa.vt Leave Accept Reject Wait  Leave
N+ N+ N- C+ C-
s \. x “\ e Ne / .

(3,1.3) (22,07) [28,13)  [26,05)

A Bayesian Game Model with two agents: Robot + Survivor/Zero-Responder

The robot locates a survivor and a victim. It can guide them or request first-responder support.




S ticks: Evacuation2
number_passengers 800 Edr v ticks:1

10 Erallen
* . * Mfallen_total
_r:]umber_staff_members g _number_norrgal_staff_m... 8 * “ W dead
n : n : n * i i 2
Off _contagion_model Off _fire_ala... Off _falls g
@
on * * =
EUH _public_announc.. EUH _exit_lig... Off _help ! =
[} (=]
; ; ®
_staff_skill | _normal_staff_skil I a
(L]
=
g - _percentage_females 50 @
4]
_Percentage_familiarity 50 0 state of passengers 10
setup .
_percentage_children 10 Evacuationl
place-s... |place... e 890__ Mcurtles present
_percentage_eldery 15 Bevacuated
place-staff-random 2
_percentage_people_traveli... 50 o
£ g
o
_groups_of_2 ratio | _groups_of_3_ratio | _groups_of_4_ratio g
33 33 34 -
% 8
PLACE_FIRE_FOSITION | room_enwironment_ty... ®
6 8 0
0 time (seconds) 10
setting_cultural_cluster_distribution Strategy tracker
s . . 10 M bystanders
* * W staff
w
W
@
=
T
TIME evacuated door 1 evacuated door 2 evacuated door 3 evacuated door 4 number of people died o
00:00:00 0 . . 0 0
0

0 time 10




Putting it Together - An Identity-Aware Autonomous Agent

Identity Game Builder

probabili

Game

Trained Identity Predictor Game Solver

TS Model
incidents %

Winning
strategy

Gavidia-Calderon, Bennaceur, A. Kordoni, M. Levine, Nuseibeh: What do you want from
me? adapting systems to the uncertainty of human preferences, ICSE-NIER™ (2022)
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The Journey g
Group ldentity
Awareness

Achieve[Evacuation]

Adaptive Rescue
Robot

Cyber Physical Social




X Below

X Below
f Goal-driven X No Solution Substtution Threshold _[REESIIIWSIVIIE Threshold
Feature Feature-driven Matching Composition Goal Adaptation
Selection - Mediator Synthesis function

Collaborative
Security
Framework

+” Success
List of resources
and adapted goals

\/ Success /' Success

. List of resources
List of resources and substitutes

o How to reason about goals to assure collaboration 0 How to adapt goals to achievable collaborations

0 How about goals expressed in non-computational way? e How far can we deviate from original goals?

Relax user obligations Identify an attack scenario
Identity

M, E, =R, My, S5, ¥ R, probabilit

My

{Rewse specification Trained Identity Predictor
Model

1 Past EEEMECINNG .

l Abstract the existing specification Synthesise a new specification I ESS $1

1

1

1

Find M C.M. 5 = R,
Winning

strategy

M2, 81 F Rs

o How to reason about goals requiring human collaboration 0 How to reason about group behaviour for collaboration

e How to engage humans to collaborate? Q How to think strategically about goals?
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How about Reflection?

ogo €Y7 O

Ensemble
(/ e
Individual )

Adaptive Autonomous

Castro, Mosterman, Rajhans, Valenti, Challenges in the Operation and Design of Intelligent Cyber-Physical Systems (2019)
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Collaborative
Security
Framework

Bennaceur, Tun, Bandara, Yu, Nuseibeh: Feature-Driven
Mediator Synthesis: Supporting Collaborative Security in
the Internet of Things. ACM Trans. Cyber Phys. Syst. (2018)

Identify an attack scenario

M, S, ¥R,

Relax user obligations

M, By = R,

Abstract the existing specification Synthesise a new specification

wM2,S1 F Rs

Tun, Bennaceur, Nuseibeh: OASIS: Weakening User
Obligations for Security-critical Systems. 28th IEEE

X Below X Below
Goal-driven X No Solution o Threshold Resource-driven  JIIGSICE]
Substitution >

Matching Composition Goal Adaptation
function
+ Success ~ Success

\/ S?ccess List of resources List of resources
List of resources and substitutes and adapted goals

Bennaceur, Zisman, McCormick, Barthaud, Nuseibeh:
Won't take no for an answer: resource-driven requirements

adaptation. SEAMS@ICSE (2019)

Identity
probabilit

Trained Identity Predictor
Past Model p
incidents 73]

Winning
strategy

Gavidia-Calderon, Bennaceur, A. Kordoni, M. Levine,
Nuseibeh: What do you want from me? adapting systems to
the uncertainty of human preferences, ICSE-NIER (2022)




