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People and Agents can achieve more goals through collaboration

How to enable collaboration between 

autonomous agents and between 

autonomous agents and humans?
?

Nothing worthwhile can be achieved in isolation
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Collaboration as Reasoning about Ensembles

Castro, Mosterman, Rajhans, Valenti, Challenges in the Operation and Design of Intelligent Cyber-Physical Systems (2019)
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Collaboration: reasoning about ensembles to 

achieve goals
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Different Types of Ensembles

Physical SocialCyber

Services Resources Socio-Technical PeopleRobots Robot-Humans

How to represent and reason about goals?

How to achieve goals?
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Collaborative Security - Example

Collaborative Security:
Make NAO and Create collaborate 

to protect the phone and keep the room accessible

NAO: I can see, talk, 
and pick up objects

Create: I can clean 
and move

Protect phone 

from theft

Keep the room 

accessible if possible

Lock: I can lock and 
unlock the room

Goals

Ensemble
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Specifying (and Refining) the Requirements

Feature

Domaine 
Property

Goal

Soft 
Goal

Potential conflict

Refinement

Legend
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Selecting Features



11

Projecting the Behaviour
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Coordinating the Behaviour

✓



13
Bennaceur, Tun, Bandara, Yu, Nuseibeh: Feature-Driven Mediator Synthesis: Supporting 

Collaborative Security in the Internet of Things. ACM Trans. Cyber Phys. Syst. (2018)

partially ordered set of goals
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Putting it Together – Collaborative Security
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Putting it Together – Collaborative Security

Bennaceur, Tun, Bandara, Yu, Nuseibeh: Feature-Driven Mediator Synthesis: Supporting 

Collaborative Security in the Internet of Things. ACM Trans. Cyber Phys. Syst. (2018)
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Example - Goal-driven Composition

Ensemble

Goals



Ensembles

Goals
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Example - Substitution

0.80.6

Knowledge
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Example - Resource-driven Goal Adaptation

Goals

Ensembles
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Goal-driven Composition – Top Down

R’1

R’2

R’3

R’4

R’5

Goal-driven

composition

Goals

R’2 R’4

R’5

Let be the set of goals we seek to achieve

the set of available resources

Seek a set of resources to achieve the goals

Find such that
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Substitution – Top Down

GoalsLet

R’1

R’2

R’3

R’4

R’5

R’2 R’4

R’5

,

the set of all resources

matching function

Seek a set of resources to achieve the goals

Find and

such that

and

…

Substitution

Constraint Optimisation Problem
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Substitution – Bottom Up

Goals

Let

R’1

R’2

R’3

R’4

R’5

R’2 R’4

R’5

, …, ,

G’1 G’2 G’3

Achievable

Seek a set of resources to achieve the goals

Find and

such that

Resource-driven

goal adaptation

is application/domain specific
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Putting it Together – Three Way Adaptation

Bennaceur, Zisman, McCormick, Barthaud, Nuseibeh: Won't take no for an answer: resource-

driven requirements adaptation. SEAMS@ICSE (2019)
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Vote Flipping Example

Voter Should:

1. Key in the voter ID  personal password

2. Select candidate 

3. Vote selected candidate or go back to Step 2 

4. Confirm the vote or go back to Step 3

If voter exits the booth before confirming,

an official could select another candidate

ES&S iVotronic system and Election Fraud in Kentucky

How to optimally revise existing software

systems to prevent failure??
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Goals

Ensembles

Voter (v) Election Official (eo)

Voting Machine (v) 

Avoid Vote 

Flipping

Vote Flipping Example



27

Defining the Goal

1. The confirmed vote in every voting session is for the

candidate selected by the voter in the session

2. The person who confirms the vote must be the voter of

the session

3. In every session, it must be the voter who chooses the

candidate, confirms the vote.

4. The election officials can never select a candidate 

after the voter has entered the password

Domain 
Property

Refinement

Legend

Functional
Goal
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Assumed Voter Behaviour

Relaxing User Obligations

Relaxed Voter Behaviour Relaxed Voting Official Behaviour

v.

v.

v.

eo.

eo.

v.select, v.vote, v.confirm, v.back eo.select, eo.vote, eo.confirm, eo.back
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Identify a Failure Scenario
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Abstract First then Synthesise

Synthesis?
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Synthesise

Abstract

Synthesise
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Putting it Together
OASIS - Obligations, Attack, SpecIfication abstraction, and Synthesis 

Revise specification

✗fail

✗Fail

Relax user obligations Identify a failure scenario

Synthesise a new specificationAbstract the existing specification

Tun, Bennaceur, Nuseibeh: OASIS: Weakening User Obligations for Security-critical Systems. 

28th IEEE International Requirements Engineering Conference (2020)
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Interact with the emergency 

response team to optimise

the emergency response

Coordinate 
human zero 
responders

Coordinate with 
other agents

34

Groups in Emergencies

Need for Zero Responders’ Help
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Emergency Response Example

Goals

Ensembles

Maximise number

of evacuations

Maximise zero responder

participation

Minimise Evacuation 

time 
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Reasoning about Humans

Location = N

UserLeaves Location Unknown UserCalled

UserReturnsUserMoves

Location Unknown Location = N

UserLeaves
Location Unknown

UserCalled

UserReturnsUserMoves

Location Unknown

Behaviourist View Behaviourist View with Uncertainty 

Ontological View 

Opportunity Willingness Capability

(0.2) (0.3)

(0.6)(0.2)
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Using Social Identity Theory to Reason about  Human’s Behaviour 1/2

Levine & Manning, Social identity, group processes, and helping in emergencies. European Review of 

Social Psychology (2013)

von Sivers, Isabella, et al. "Modelling social identification and helping in evacuation simulation." Safety 

science 89 (2016)

During an emergency, the sense of common fate favours

the emergence of a shared identity among survivors. 

Survivors sharing an identity provide support to each 

other, expect to be supported and cooperate towards 

common goals

Not every person in an emergency shares a social identity



38

Using Social Identity Theory to Reason about  Human’s Behaviour 2/2

Akerlof, George A., and Rachel E. Kranton. "Economics and identity." The quarterly journal of 

economics 115.3 (2000)

When members behave differently from identity 

expectations,  this transgression produces a payoff

loss in the offender and the rest of the group members.

This loss takes the form of anxiety from disappointing the 

group and for lack of group cohesion

How to enable autonomous systems to 

reason about (and leverage) identity

to achieve goals?
?
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Understanding Social  Identity

Identity Markers

Social identity is a psychological state that cannot be observed directly

Identity markers as indirect variables

e.g., proximity, moving in the same direction, …

Identity in language

1) References to we and us, together, everybody

e.g., it would be best for us not to go?

2) Social interactions, social bonds, and coordination

e.g., what do I do now?

3) Shared emotions, emotional support, and empowerment

e.g., you have to think about your family ... you have to do it!
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Reasoning about Identity for Emergencies

Domaine 
Property

Refinement

Legend

Functional
Goal

Soft 
Goal
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Adapting to Identity

Figure 3: Game-theoretic model of the search-and-rescue scenario: The survivor has two candidate identities, adopting ashared identity (G) or not

(P). The game starts with the robot either asking from survivor help (N), or contacting the first-responder team (C). After that, the survivor can

either: help with victim evacuation (N+ ); follow the robot leaving the victim behind (N− ); wait for the first-responder team to arrive (C+ ); or leave

the sceneby themselves (C−).

Arguably, the most important model runtime param-468

eter is the probability distribution over candidate identi-469

ties P (subsection 4.1). In our architecture, the Identity470

Estimator component (Figure 2) has the responsibility471

of calculating P̂ —an estimate of P— based on sensor472

readings X.473

People express their identity via identity markers.474

These markers are diverse in nature, and can include475

clothing items, language and even behaviours. The476

Game Selector component uses the system’s sensors477

to look for these markers. When found, it forwards478

the sensor readings X associated to the detected mark-479

ers. The Identity Estimator internally uses a classifier480

m✓ : I ⇥R7! [0, 1] to compute probability values for481

each identity i 2 I given avector X of n sensor readings.482

In Figure 2, the Game Builder component produces a483

game-theoretic model G, like the one in Figure 3, from484

a given identity-driven scenario G0 and sensor readings485

X, integrating the output of the Identity Estimator com-486

ponent into the resulting model.487

The Self-Adaptive Rescue Robot. The model for the488

identity-driven scenario at hand has two runtimeparam-489

eters: 1) the probability that the survivor in the prox-490

imity adopts the shared identity and 2) the probability491

that they do not. We set values for all the other game492

parameters at design time. As mentioned in section 2,493

our SAR robot obtains identity adoption probabilities494

from survivor’s oral expressions. Social psychology re-495

search establishes that language can beused as an iden-496

tity marker for theshared identity [28]. Theresponsibil-497

ity of the Game Selector is to use sound sensors —like498

a microphone array— to capture the survivor’s expres-499

sions and convert them to text for further processing at500

the Identity Estimator component.501

Labelling a survivor expression as indicative of502

shared identity can beseen as a text-classification prob-503

lem. Given the small size of our labelled dataset504

(section 5), we obtain the classifier m✓ of the Iden-505

tity Estimator by fine-tuning a pretrained transformer506

model [29, 30]. We replaced the language-modelling507

layer of apretrained BERT model [31] with aclassifica-508

tion layer. Then, we trained the modified model end-to-509

end over our training dataset, updating the parameters510

of the pretrained model during this process.511

We trained this classifier o✏ine, so the SAR robot512

can use it for prediction during operation. When en-513

gaging in the supported adaptation-driven scenario, the514

classifier receives the survivor’sexpressions as input, to515

output the probability that the survivor has adopted the516

shared identity. The Game Builder component incor-517

porates this value into the game-theoretic model of the518

identity-driven scenario, and forward the model to the519

Game Solver.520

4.3. Plan and Execute521

The Game Builder component produces a game-522

theoretic model G of the interaction of the system with523

ahuman. Theroleof theplan element is to calculate the524

Nash equilibriaof G, using oneof theseveral algorithms525

available for this purpose [32]. In Figure 2, the Game526

7

A Bayesian Game Model with two agents: Robot + Survivor/Zero-Responder

The robot locates a survivor and a victim. It can guide them or request first-responder support.
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Putting it Together - An Identity-Aware Autonomous Agent
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Putting it Together - An Identity-Aware Autonomous Agent

Gavidia-Calderon, Bennaceur, A. Kordoni, M. Levine, Nuseibeh: What do you want from 

me? adapting systems to the uncertainty of human preferences, ICSE-NIER ́ (2022)
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How about goals expressed in non-computational way? How far can we deviate from original goals?

How to engage humans to collaborate? How to think strategically about goals?

Revise specification
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?

✓

?

✓
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✓How to reason about goals to assure collaboration How to adapt goals to achievable collaborations

How to reason about goals requiring human collaboration How to reason about group behaviour for collaboration
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How about Reflection?

Reflexive Reactive Reasoned Reflective

Ensemble

Individual

Distributed

Automatic

Connected

Adaptive

Collaborative
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Co-allied

Aware

UAV

Castro, Mosterman, Rajhans, Valenti, Challenges in the Operation and Design of Intelligent Cyber-Physical Systems (2019)
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